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Information Security Alert: Cybercriminals Exploit 
Coronavirus Situation  
  
The FBI reports scammers are leveraging the COVID-19 pandemic to steal your money and your personal 
information, or both. Cybercriminals are using coronavirus-related Phishing and Malware attacks to scam 
individuals out of their money or trick them into logging into fact websites to steal they username and 
password. 
 
The FBI advises you to be on the lookout for the following: 
 

 PHISHING EMAILS - Look out for phishing emails asking you to verify your personal information to 
receive an economic stimulus check from the government. While talk of economic stimulus checks 
has been in the news cycle, government agencies are not sending unsolicited emails seeking your 
private information to send you money. Phishing emails may also claim to be related to charitable 
contributions, general financial relief, airline carrier refunds, fake cures and vaccines, and fake 
testing kits. 
 

 FAKE CDC EMAILS - Watch out for emails claiming to be from the Centers for Disease Control and 
Prevention (CDC) or other organizations claiming to offer information on the virus. Do not click links 
or open attachments you do not recognize. Fraudsters can use links in emails to deliver malware to 
your computer to steal personal information or to lock your computer and demand payment. Be wary 
of websites and apps claiming to track COVID-19 cases worldwide. Criminals are using malicious 
websites to infect and lock devices until payment is received. 

 
 COUNTERFEIT TREATMENTS OR EQUIPMENT - Be cautious of anyone selling products that claim 

to prevent, treat, diagnose, or cure COVID-19. Be alert to counterfeit products such as sanitizing 
products and Personal Protective Equipment (PPE), including N95 respirator masks, goggles, full 
face shields, protective gowns, and gloves. More information on unapproved or counterfeit PPE can 
be found at www.cdc.gov/niosh. Report counterfeit products at www.ic3.gov and to the National 
Intellectual Property Rights Coordination website at iprcenter.gov 

  
 
 
 
 



We do have security measures in place to help prevent some of these attacks, but please remember that 
each of us plays a vital role in protecting our clients and our own personal information. Here are some key 
reminders: 
 

 Beware of urgency - Phishing emails request immediate action and play on your fears, emotions or 
curiosity. 

 Beware message from the CEO – Attackers commonly impersonate CEO to trick employees into 
buying gift cards, opening infected files, or logging into fact websites to steal passwords. 

 Never click links in emails, especially to log in - Phishing links redirect you to a fraudulent website 
that may look like the real site. 

 Handle external messages with caution -  
 If you suspect that the email is fraudulent - type in the known legitimate website yourself instead of 

clicking the link to log into your account.  
 Delete unsolicited email - If you receive an email that you’re not expecting, delete it. 

 
          Think before you click 

Slow down. Treat all external 
emails, links and attachments as 

suspicious. 
  

 Report phishing emails 
Please report suspicious emails or 

phone calls to IT Security.  
  

 Get a 2nd opinion  
If something feels fishy, get a 2nd 
opinion. Call the sender or ask a 

colleague for their opinion. 

In addition to those recommendations, the FBI is reminding people to always use good cyber hygiene and 
security measures. By remembering the following tips, you can protect yourself and help stop criminal 
activity: 
 

 Do not open attachments or click links within emails from senders you don't recognize. 
 Do not provide your username, password, date or birth, social security number, financial data, or 

other personal information in response to an email or robocall. 
 Always verify the web address of legitimate websites and manually type them into your browser. 
 Check for misspellings or wrong domains within a link (for example, an address that should end in a 

".gov" ends in ".com" instead). 
 
The above examples are just some of the steps to keep you and our information safe from online threats. 
Should you suspect any virus infection or IT-related incident, immediately alert the IT Security.  
Thank you for your continued vigilance. 
 
 

 
 


